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Figure 5. Known initial access vectors in non-Error, non-Misuse breaches over time
(n for 2026 dataset=19,905)
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The Sub-1% Reality
Finding the Needle: 357 Weaponized Vulnerabilities in 48,172 in 2025

Each dot represents 1 CVE disclosed in 2025 @ Red dots = remotely exploitable, actively exploited in the wild, with confirmed PoC.
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P.29 - The Filter — From Prioritization to Confirmation

The Broken Physics of Remediation, Research Report from Qualys TRU

CISA KEV CATALOG

actively exploited (0.48%)

Prioritization reduces the haystack.
Confirmation finds which needles are real.
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Risk Operations Center (ROC)

2.17 M (4%) 304K (<1%) 60K (<0.1%)

Prioritized based on Prioritized based on Prioritized based on
threat context business context compensating controls

62.5 M 96% Reduction 99% Reduction _
ALL FINDINGS

Dark web trending Business Critical Validating exploitability
Weaponized by threat Assets (PCl, Internet by using modified
actors Facing, DB, Revenue harmless network

Malware/Ransomware making App

payloads
attacks in the industry

THREAT
INTELLIGENCE
ASSET
CONTEXT

VALIDATE
EXPLOITABILITY

$3.12 M $612K $311K $31K

Cost of Remediation Cost of Remediation Cost of Remediation Cost of Remediation
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Patch Mitigate Cloud Isolate Uninstall
Exploitation
Qualys + SCCM/Intune Patchless P - Non- 0 )
Integrated patching Prevention r~mpliant nuse
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%-‘ Patches deployed } @ Zero-touch pa lh 1- 4 intelligent
Globally #1 Zero-Touch <0.1% Patch 98.2%
Trusted GigaOm rated Automation | Rollbackrate Reliability Score | first-passsuccess
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Use Case Driven to Maximize Reasoning Power and Cost-Efficiency

Models integrated on Models for Internal Use Integrations with
platform for Agentic Al for Threat Research & Models for SAST
Tasks Defense Use Cases
®@ Open-source models @ Anthropic’s Glasswing ©@ Import findingsin
(Llama, Mistral) & Cyber Verification customer source code

Program (CVP into Qualys ETM
@ Customized SLMs 9 ( ) y

(Phi-4 Mini from @ OpenAl's Trusted © Apply runtime context
Microsoft) /" Access for Cyber ﬁ for prioritization with F’
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(Claude Haiku / ©@ Evaluating frontier © Patch or mitigate
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