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Architecting a secure agentic ecosystem
with Gemini Enterprise Agent Platform
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No one really knows what an Al
agent is

Agent, Assistant & Bot

Google Cloud
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Agents interact with the entire Al stack

<Agents
.o o—n
10 56
Al Platform & ] \P
Vertex Al Gemini Al Studio MCP Servers
Enterprise
<Models ° 4 Gemini  ANTHROP\C  Llama (G} OpenAl (&) decpsecic
'_'I _ -‘.
Data A rliQ o= 3 L . '. - Q mx
BigQuery Cloud Storage
Al
Infrastructure

..*

dhh

Self Managed Vendor Managed
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Agents can amplify risks across the Al stack

Agents

Indirect prompt injection
Al Platform
Tool poisoning

Models Agentic misalignment

Overprivileged agents

Data exposure

AI . . .
Infrastructure SQL injection

Google Cloud



Extracting meaning
from text can be hard.

Emphasis changes everything.

| never said she stole my money.

Someone else may have sald it, but it wasn't me.

| never said she stole my money.

| didn't make the claim at any point in time.

| never said she stole my money.

I may have implied or thought it, but didn't say it.

| never said she stole my money.

Someone else may have stolen it, but it wasn't her.

| never said she stole my money.

She may have borrowed or been given it.

| never said she stole my money.

She stole someone else's money.

| never said she stole my money.

She may have stolen something else.

If text with similar ambiguity is in inputs (e.g. prompts),
how can we be sure the agent is interpreting as intended?

Text is messy, language models are messy

https://x.com/bsacash/status/1793624024226168955

Context is the new perimeter.
Systems need to consider context

Avoid All Ducks...
This may not be a duck !!!

Gongle Cloud



Gemini - app-demo

Agents everywhere,
expect bumps, Embrace
the jou rney Tips for getting started:

1. Ask questions, edit files, or run commands.

2. Be specific for the best results.

3. Create GEMINI.md files to customize your interactions with Gemini.
4. /help for more information.
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Key requirements:

Identity

Ensure that an agent’s
data access and tool
usage are strictly aligned
with the permissions and
information boundaries
of the human user it is
assisting

2

Lifecycle
Management

Establish rigorous
testing standards for
production quality
alongside mechanisms
for seamless ownership
transitions as team
structures change

S

Compliance

Enforce strict adherence
to global regulatory
standards and data
residency controls to
ensure agents operate
within legal and
corporate boundaries
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HOIME HHYE A (Agent Governance)

Open foundations. Integrated stack. Enterprise trust.

JlEolmetes
(Leverage existing infra)
Ol0| AlZ2I5t D AEE JIE QI E

2HYoIN, ZI&l OHSCIA01 & &M Al
OOINEE tEHCE S AEEILICH

Single pane of glass

00132 MHIASRH X2 H0IME Z&
(Autonomous Fleet)0fl OIZ2J| MK 2=
olZelet MHIAS stROIAM 2 X2
SHIELICh.
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0l 0l &8 E < (Agents as
first-class)

Sl HE S0l FAs 2o, AJ 2tel
A

(Identity), Z2Z2ct0IHA JIES MOIEEN T
SgotH Aot XM XNsE
NABOZ O Aet MatE 2 SLICH

Integrated stack
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Open platform
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Scalable growth
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Build agents faster

Agent Development Kit

Create sophisticated agents using
200+ models, our upgraded ADK,
and the new Agent Studio.

Google Cloud

Scale agents effectively

Sessions

291 4

‘Token usage by input / output Agent latency

4000
3000 N
2000
w0 |

ENSEEEESEEEENN

UTCA  B30PM  B40PM  BSOPM  900PM  910PM

Urc4  saoem  saip

Power high-performance execution
with Agent Runtime and long-term
context via Memory Bank.

Avg turns per session Agi

Govern agents
with confidence

.+ Poicies

Policies  + Add 1AM policy

1AM Policies Business policies

P Eaos ¥ Gemini Enterprise Agent Platform

Optimize agents

Wi
Tool use quality (Average) Y

MePSewer  Assen

Establish centralized, zero-trust
control using Agent Identity, Agent
Registry, and Agent Gateway.

Guarantee quality and trace

reasoning loops with Agent

Simulation, Evaluation, and
Observability.

18



4 Gemini Enterprise Agent Platform

Agent Development Kit @ 3P agent frameworks Agent Studio Agent Garden

Gemini APl and Model Garden Tools, data, and other agents

Grounding RAG

APIs and
connectors

AP2 and UCP Cloud Marketplace

Gemini models 3P and open models
Search

Model training Model inference

Agent Runtime Agent Sessions Agent Sandbox Agent Memory Bank

Govern

2 ©
Agent Gateway Agent Identity - Agent Registry Agent Anomaly Detection

Model Armor Agent Policy Agent Security Agent Compliance

Optimize

Agent Evaluation Agent Simulation @ Agent Observability Agent Optimizer @




Preview

Agent Registry

Centralized catalog

Single source of truth for every
Al agent, tool, and MCP server

Supports your Agents everywhere

Google Cloud
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R e g I S t I y Tools 2l z Maflogs organleation polk [ Documentation

Manage the tools your agent has access to. Learn more

0‘“ Ol X-I E % : ; o| % Q % /%l = Filter Org policy : Allowed ©  Filter table X [©] [}
St} 2 F bsE HHEA

S
Search (/) for resources, docs, products, and more Q search
)

5]

Name Description Type Server Source  Org policy MCP status
—_— » AcmeAPI Tools for querying and managing large datasets in BigQuery MCP_SERVER  Apigee @ Allowed @ Enabled H
» Acmeaccessentry APl Tools for understanding text using Google Cloud Natural Language Al MCP_SERVER  Apigee @ Allowed © Disabled  §
» Course-registry API Atoolset for managing relational databases on Google Cloud MCP_SERVER  Apigee @ Allowed @ Enabled
»  SAP-key-verify API Tools for storing and retrieving objects in Google Cloud Storage MCP_SERVER  Apigee @ Allowed © Disabled  §
Cent ra I ized Agent Reg iSt ry » SAP-KVN-service-AP| Tools for analyzing images with Google Cloud Vision Al MCP_SERVER  Apigee @ Allowed © Disabled H
» Inventory-function This Cloud Run service hosts a high-performance API MCP_SERVER  Cloud Run @ Allowed © Disabled H
Cterst &8 MBHOIAl OIOIEE JHHMIO CHet & & Jlsst » Registry A set of tools for managing registry MCP_SERVER ~ GCE @ Allowed © Disabled  }
j-| |j-| HA E—:' z SAE= X-“ =2 gt L| Ct. »  Mock-server Tools for interacting with mock server MCP_SERVER  GKE @ Allowed @© Disabled  §
» Messaging service A set of tools for accessing messaging Platform APIs MCP_SERVER  Android Manag.. @ Allowed @ Disabled H
» Translate Tools for translating text between languages MCP_SERVER ~ Compliance Ma.. @ Allowed © Disabled  §

Rowsperpage: 20 v  1-100f241 < >

Tool Registry and Observability

CRESHOIY W AS HEO Oet ASH AMOIES
BIECZ JIs2 S 54 84 & WAES XIZSLICH

Direct integration with policy
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ldentities in

Agentic Apps

Identity type

ID-1
User Identity

Purpose

ANZXIF IOl E
&£ = SaaS(0il: Gemini
Enterprise)til =&
25t A bh
AEote &l

Issuing system

AZ RO Ot g [
oI5 S Xcalote
Q12+ IdP (0ll: Entra,
Cloud Identity, AuthO

=

(ID-2)

oo =

Agent Identity 1= 2Es [ &3ot=
(Using its own JEeE %OJ;EF SR SHB
authority) 20l 8=2 (GCP)

AESHE AlE
(ID-3) OlOI & EDJt At At AZ X OAuth 215
A2 X 22l HES A0t & Xt (OAuth Dance)
O HE A MNEL BESE E sol E2=

elAAN E2E M e i LdSot=

A5l Al

Google Cloud

OAuth Al H (1P/3P)

Example Scenario
AMEXIL 22 AF(D-2=2 DHX A B 2016 F E2S
HBHID-2)2 2 BQUIOIHE JIHL21] AHE X 21 ABHID-3)2

Zolofl =/ A gHE MSELICHL

f

: Agent Identity
1 Auth Manager
I APl Keys, OAuth
I Client Id, Client

| Secret, access

: tokens

User D

g2, ool

elegated ID

Iy (OAuth Token)

Tool use
Clients

Accesses Question
Application Sooo
User ID

Cloud logging
Agent

—

3

ID (spiffe://)

ID-2

NES=

=

Zen Desk

Big Query

AHA

2 Zendesk HIOIEH E

23
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Managed Authentication for Agents

Agent Identity Auth ManagerE =&t =S AtES At &6t 21 K&

Agent Identity Auth Manager= =/ & AtE X2 = (Vault) 22
=34 8tL|Ct. Agent Gateway 2t & Ar= & ZI0f 0| M E KtAlOll =

S =X ESLICH

User Delegation: AtZ X0t IO MER A&SAZGIH, EF T2 U
CEMOINEE SEolior & M 225 ¥2 AstS 01|OIX*EOH
L EHLICEH.

Credential Request: (0| M E = UjA &7 ASHN QS XNASY
Auth Manager0il 2 & & LICt.

Agent Identity

Authentication Manager

jo

Token Issuance: &
(HOIESOI DIALE
tﬂ- D 3[- LI El,

=1 A S of= Auth Manager?} EJ
NE= S5stE ES20I0E0 2 ADSE

User Agents Gateway i Agents
I g Tools
‘ ‘ Models

APIs

©E0

Google Cloud 24
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Add conditions

Authz Policy

Controls to enforce intent-aware
policies for Agent access

ReadOnly Condition

Description

Condition builder Condition editor

Use the Condition Builder for a guided experience to create common conditions. It provides an easy-to-use interface, ideal for straightforward

GC P IAM I’ conditions, but limits logical structures to expressions where all sub-conditions are joined by either 'AND' or 'OR’, not a mix of both
policy
= 3
22| At= MCP(Model Context Protocol) MH Ol 2 Jts &t m— ] { s ] P ”
= = ool.Name W S v ool Name v
SQE OOIME L Set0IHEE Hdl= GCPIAM B M S

AND | OR

=
MABLICH. SETX 22 2el0IHE L HOIMES F22

== Tool.ReadOnly* v ‘ [ls v ] True v X
& XEELICH

Dynamic Policy Engine

KA M E24(Conseca J|EH S Soll AlAI2H A AEY
93 HIZLIA RES SHOZ HIIGHH, 0l 2EME
(Out-of-band) A2 Mg 2 HESLICH

Extensible Policy Fabric

QEAA HZE Service ExtensionsE S0
LATEQN HWH)IHOIME HIOIH B
OEY JHUA 2RSS Y FUE £

D28 2 ISV(SE
&l @I (Data Plane)0fl

USLICH

Google Cloud 25
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Agent Gateway

Consistent security and governance for every agent call

C T T T T T T T T T
Agents Tools @

8) Agent Gateway Agents @
Models APIs

o

Clients

Secure, govern, observe Secure, govern, observe
Client-to-Agent interactions Agent-to-Any interaction

Google Cloud 27



Service extensions

Providing policy extensibility for Agent Gateway in every path

Agent Platform Custom policies Google Cloud Marketplace

policies o Access control by Data

« 1AM policies Classifications Identity & Governance
. Semantic o Sensitive Data Redaction A okta .Pin dentt
governance policies o Compliance and legal controls > g ¥
o Custom file encryption . :
W Silverfort X saviynt
o Controls on Toxic Combinations
A A

1 1 1
Request Authentication &

Agent Platform Policies Authorization

Custom Policy

User/client —— o @ ° Agents

Agent Gateway

Google Cloud

Agent Security
©BROADCOM & ceckpoinT  \GROWDSTRIKE

/.exabeam  { @ « netskope
%y paloalto THALES

vl
Cisco

&> zscaler

Content inspection Logs w/ TracelD

Tools @
Models APls @

Agents

28



Preview

Agent Security

Intelligent, automated systems to continuously
monitor, detect, and alert you to suspicious
activity and potential vulnerabilities

Google Cloud




Agent
Observability

Agent-specific telemetry
ADKOIA Al S35t =X OIOIE (Traces), E2 MEES, =7 S &
WY W ISZE-S¢ 272 /22102 A LIC

[=R=]

Auditability

OOl M E HIOIEHOI (Agent Gateway) 2101 HIOIHE &l
(Identity) ¥ 2JF ZEZ0, HIOIME B2 S0 CHSt 2K 5t
JtAEdE MSELICH

Agent and tool topology

OOl E 2HA2A) & OO M E-Z=F(A2T) JHZE Solf
GIOIME, ==, CIOIH 2o &22HE Al2at&LICH

Google Cloud

= GoogleCloud | & ProjectName |

£} Google Agent Platform

5 Dashboard < docs-helper
*' swdo Overview  Observability

4 Model Garden N .
Content violations @
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Search (/) for resources, docs, products, and more

Q search | 420 : §

Traces  Security  Topology Identity

T Filter  Input type: Prompts and responses v Locations: All locations +

N AK

& AgentGarden Total interactions @

345,321

@ Tools (8D)

2 Agent Engine

Interactions flagged @

54,323

[ Batch predictions

&  Memory (TBD) Total violations
@  Sessions (TBD) F Filter Enter property name or value o
Govern v Sensitive data type Violations 4
2 regery Prompt injections and jail break 14,898
Malicious URL 14,099
Q. Policies
Sensitive data 10,091
[ Gateways Responsible Al 9809
Q@ Ssecurity
Optimize v
ofe  Topology

o Evaluation

Sessions  Playground  Memories  Evaluation

¢ Olastiwesk ~ &1 @ >

Interactions blocked @

54,323

Violations over time
_ Aldetectors  Responsible Al Sensitive data
J L “JLN KVW/\VHJ&VM L
g

Junel  June8  Junels June2z June29  July6  Juy13  July20

® Malicious URL  Prompt injection and jail break M Sensitive data ¥ Responsible Al

30



Evaluations

Simple, scalable agent evaluations

Session and trace
Fully managed eval Test task and safety based evals

harness adherence 01 A8 012101LI E21014(Trace, 42

Agent Platform2| JIE(Native) Jlsez OOl & EJ} BI2t8H HI0|EH2 eratst] Ut = Ej)g HOMo oHe &3 ot
Cr& d(Safety), &2 (Quality), =2t & e =(Non-responsible) 2412 2 —ESM 832 d5 K SRS
(Security) BIIE &2 A% ELIC), SEEER OIRB AEN X5 il E S S LI

Evaluation input Configuration Evaluation service Output

Traces Traces Risky response

Judge model

(Autorater)

Sessions Metrics Safety aligned

c Edit config



https://chat.google.com/room/AAAA _ y
koX03wE/-7r95E_Wmok : / A e
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Security Command
@tehtlefebilities and active threats

Agent inventory

OOIMEDl 8t TRHME, AQK, MA UA(EFUABT),
BIE 82 S 0l0I&E FBH0ll CHEH Al HEE MZELICH = Gorgeciom
Threat detection .« 245
OJAAYS BES AAZIOZ DLIHYELICH . ke
(O: BIEIY QIAEIA L Ot TC A3 ) -
e o el o sty g6 Pt | [ ot 3 (g 13l etien 0

Agent vulnerability management ul:mu ““““ licly expe bucket with it ining a Vertex Al dataset used for training of an Al model
OlOIME XXl & HIOIFE0 HSE A (Skills/= )2l 2ot

FotES AVEOI EXIBLICH e T )

@

Least privilege IAM recommendations

DHE 3 A B (Overprivileged)0l =01 €l AL 12t AL E X
2 00| HE AR (Identity)S AlE5tD, Al DIBHel 24 23t
E=3 OI0|S8 FHELIC.

Google Cloud 32



Code Pipeline Cloud Runtime

Code to runtime
Proactively test reachable vulnerabilities with context

Runtime to code
Fix exploitable risk at the source automatically

P, P
Al Agents @ Mika
WIZCode WIZCloud WIZDefen
Secure Development Manage Posture Stothreats
Start Al and app development Reduce cloud, hybrid, and Al risks Detect and contain malicious cloud
secure from the AlI-DLC proactively and Al attacks

( Vulnerabilities >< Identity )( Configuration )( Data and Al )( Public Exposure > C Attack Surface Validation )

Google Cloud 33
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2 2 X0

Data input sources

= 5]

Email Document Calendar

e e@é

User D L N R

Google Cloud Next

Al Model

9

MCP

(=]

Agent

ol E=
SeLIC

elctel S& (S22 old =8 22 Q)

. « J|& XI&: Gemini Enterprise, Agent Platform Runtime, Google MCP,
Apigee, GKE-IG, LB

. cHAGE HSE A APIAIS

Protect user/model/agent interactions

e HFUNYIDSTEQIMA XHC
o -SIFANUBAROID RHE 2= Het

Ha0tAY) E= Xt

SZZ2(PIN Bl A

Proprietary



Google Cloud



